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Whet isanetwork protocol

A protocol is the special set of rules that end points in a telecommunication
connection use when they communicate.

specify interactions between the communicating entities.

exist at several levels in a telecommunication connection.

each protocol has its own method of how data is formatted when sent and
what to do with it once received, how that data is compressed or how to
check for errors in data.




Gonnedionless Sateless Protoools

communication between two network endpoints in which a message can be
sent from one end point to another without prior arrangement.

The device at one end of the communication transmits data to the other, without first ensuring
that the recipient is available and ready to receive the data.

The device sending a message simply sends it addressed to the intended recipient.

If there are problems with the transmission, it may be necessary to resend the data several times

IPis a connectionless protocol. With IP@actually TCP), messages (or other data) are broken up into small
independent "packets” and sent between computers via the Internet. IPis responsible for “routing” each
packet to the correct destination.




TCP/IP protocol family

[P : Internet Protocol
— UDP : User Datagram Protocol
 RTP, traceroute
— TCP : Transmission Control Protocol
e HTTP, FTP, ssh



TAAIP

TCP - Transmission Control Protocol

TCP is responsible for breaking data down into small packets before they can be
sent over a network, and for assembling the packets again when they arrived to
the destination.

IP - Internet Protocol

IP takes care of the communication between computers. It is responsible for
addressing, sending and receiving the data packets over the Internet.




TP charadensics

e Connection oriented protocol

client and server must establish a connection before data transferring

e Provides reliability

B #5E [0)(Connection-oriented)

o data acknowledgement(ERER) O 7 B B B T A . S
*ﬁé%zﬁﬁﬁ&ﬁﬁﬁﬂﬁ%%;EEE%’T%E%E’\J1%?3 SRS
o 3 wayhandshake (=FH1EF) BEEREEHEREEER

[ EFe—@EaEnnEns  EHE0

_ BERTEERE  ARRES  EERARE

o checksums on both header and contents ( B BlabfRe Y g - & S RS E RO
SRR R SR B B I FE
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o sender cannot overwhelm receiver with data
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Unreliable protocol

Cannot tell if packets were lost or out of order




TP IPkey features

Logical addressing
Routability
Name resolution

Multiplexing

Interoperability




Logical addressing

big networks into smaller networks using devices such as routers to reduce network traffic.A
network can be again subdivided into smaller subnets so that a message can travel efficiently from
its source to the destination.(IP address)

Routability

TCP/IP data packets can be moved from one network segment to another.

Name resolution

TCP/IP allows to use human-friendly names, which are very easyto remember . Name Resolutions
servers (DNS Servers) are used to resolve a human readable name (also known as Fully Qualified
Domain Names (FQDN))to an IP address and vice versa.
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Interoperability

can work in a heterogeneous network. TCP/IP eliminates the cross-platform
boundaries.

Multiplexing

accepting data from different applications and directing that data to different
applications listening on different receiving computers
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TCP packet header

The Internet Protocol header carries several information fields, including the
source and destination host addresses . A TCP header follows the internet
header, supplying information specific to the TCP protocol.
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Whet isaport..

aport isan endpoint of communication in an operating system.

Aportis always associated with an IP address ofa host and the protocol
type of the communication, and thus completes the destination or
origination address ofa communication session. Aport is identified for
each address and protocolbya 16-bit number,commonly known as the
port number.

Default port number for TCP/s 1.

ftp.21, telnet.20, http80
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TP IPlayered architedure
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Network interface |ayer

The Network Interface layer is responsible for placing TCP/IP packets on the
network medium and receiving TCP/IP packets off the network medium.
TCP/IP was designed to be independent of the network access method, frame

format, and medium. In this way, TCP/IP can be used to connect different
network types.

Ethernet
driver
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Internet layer

The Internet layer is responsible for addressing, packaging, and routing
functions. The core protocols of the Internet layer are IP, ARP, ICMP, and
IGMP.

The /nternet Protocol (IP) is a routable protocolresponsible for IP addressing,
routing, and the fragmentation and reassembly of packets.

The Address Resolution Protocol (ARP) is responsible for the resolution of the
Internet layer address to the Network Interface layer address such as a
hardware address.
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The Transport layer is responsible for providing the Application layer with
session and datagram communication services. The core protocols of the
Transport layer are 7ransmission Control Protocol (TCP) and the User Datagram
Protocol (UDP).

TCP provides a one-to-one, connection-oriented, reliable communications service. TCP is
responsible for the establishment of a TCP connection, the sequencing and acknowledgment
of packets sent, and the recovery of packets lost during transmission.

UDP provides a one-to-one or one-to-many, connectionless, unreliable communications service.
UDP is used when the amount of data to be transferred is small (such as the data that would fit
into a single packet), when the overhead of establishing a TCP connection is not desired or
when the applications or upper layer protocols provide reliable delivery.
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Application layer

The Application layer provides applications the ability to access the services of
the other layers and defines the protocols that applications use to exchange

data. There are many Application layer protocols and new protocols are
always being developed.

following Application layer protocols help facilitate the use and management of TCP/IP networks:

The Domain Name System (DNS) is used to resolve a hostname to an IP address.

The Routing Information Protocol (RIP) is a routing protocol that routers use to exchange routing
information on an IP internetwork.

The Simple Network Management Protocol (SNMP) is used between a network management

console and network devices (routers, bridges, intelligent hubs) to collect and exchange
network management information.
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IProuters

When an IP packet is sent from a computer, it arrives at an IP router.

The IP router isresponsible for "routing" the packet to the correct
destination, directly or via another router.

The path the packet will follow might be different from other packets of the
same communication. The router is responsible for the right addressing,
depending on traffic volume, errors in the network, or other parameters.
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An IPv4 address (dotted-decimal notation)

o v 172 . 16 .254 . 1
|P Addresses 4 A : .

10101100 .00010000.11111110.00000001

1 1
. One byte =Eight bits

]
Thirty-two bits (4 x 8), or 4 bytes
An IP address is an identifier for a computer or device on a TCP/IP network. Networks using the
TCP/IP protocol route messages based on the IP address of the destination.

IPv4 uses 32 binary bits to create a single unique address on the network. An IPv4 address is
expressed by four numbers separated by dots. Each number isthe decimal (base-10)
representation for an eight-digit binary (base-2) number

216.27.61.137

IPv6 uses 128 binary bits to create a single unique address on the network. An IPv6 address is
expressed by eight groups of hexadecimal (base-16) numbers separated by colons, asin

2001:cdba:0000:0000:0000:0000:3257:9652.
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http://www.webopedia.com/TERM/T/TCP_IP.html
http://www.webopedia.com/TERM/P/protocol.html

Domain names

The network software generally needs a 32-bit Internet address ( IP i.e.:
192.123.12.2) in order to open a connection.

Users prefer to deal with computer names rather than numbers. Thus there
Is a database that allows the software to look up a name and find the
corresponding number.

Each system would have a file that listed all of the other systems, giving
both their name and number.These files have been replaced by a set of

name servers that keep track of host names and the corresponding
Internet addresses.
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TP communication

TCP communication mainly consists of four main tasks

Establish a connection
Data transmission
Error detection/correction/acknowledgement

Connection closure
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Host 1
(Client)

Host 2

(Server)

10 16 19 24 31

Source Port Destination Port

Sequence Number

Acknowledgment Number

Len | Reserved Flags Window

Checksum Urgent Pointer

Options... Padding

Field

Purpose

Source Port
Destination Port
Sequence Number
Acknowledgment #
Len

Flags

Window
Checksum

Urgent Pointer
Options

Identifies originating application
Identifies destination application
Sequence number of first octet in the segment
Sequence number of the next expected octet (if ACK flag set)
Length of TCP header in 4 octet units
TCP flags: SYN, FIN, RST, PSH, ACK, URG
Number of octets from ACK that sender will accept
Checksum of IP pseudo-header + TCP header + data
Pointer to end of “urgent data”
Special TCP options such as MSS and Window Scale
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